Unit - 3 : Internet Security and Privacy 


Correct 
Question Descripttion Option A Option B Option C Option D Option 
State whether True or False: Data encryption is primarily used to Can not Be 
ensure confidentiality. TRUE CALSE interpreted None 
In which of the following, a person is constantly followed/chased by Phishing Bulling Stalking Identity theft 
2  |another person or group of several peoples? 


Which of the following usually observe each activity on the internet 

of the victim, gather all information in the background, and send it malware spyware Adwarw All of the above 
3  |to someone else? 

To protect the computer system against the hacker and different 

kind of viruses, one must always keep on in the Antivirus Firewall Vic Player Script 
4 |computer system. 


In the computer networks, the encryption techniques are primarily Security Performace Reliability Longevity 
5 [used for improving the 


In order to ensure the security of the data/ information, we need to E t D t Delet None of the 
7 the data: OSIYP le ee above. 
‘ File System ; 
PaT of the below is a part of Security. Log-on Security Auditing All of the Above 


Which of the following technique is used to know that the data is Digital Certificate Digital lock Both A and B None A 
not altered by another person 
what is a barrier between Local Area Network (LAN) and the Firewall Bouter Hub None A 
10 |Internet? 


In Digital Signature, Which below functionalities are used. Authentication Integrity Non-repudiation | All of the Above 


In Public Key E tion Which of the foll Key/K 


A 
C 
A 
A 
C 


|13 [What is the term for unwanted Email? A 


Symmetric key not an encryption Asymmetric key 


encryption encryption None of the above A 


It is a device It is a device 

installed at the installed atthe | Itis a kind of wall 

boundary of a boundary of an built to prevent Noret the 
company to incorporate to files form 

. : . above. 
prevent protect it against damaging the 
unauthorized the unauthorized corporate. 
Which of the following statements is correct about the firewall? sical access. access. 


14 Encryption system is? algorithm algeria algorithm 


An asymmetric-key cipher uses__keys po 





Correct 
ed Question Descripttion Option A Option B aa C Option D 
Cryptography term is used to transforming messages to make change defend | atacs | 
16 |them secure and to prevent from 
Data Encryption | Data Encryption | Data Cet es Data ae 
17 |DES stands for Slots Standards Solutions Subscription 


Both algorithm for 
performing 
Encrpted encryption and 
Messages Decryption and 
encrypted 
18 |What is cipher in Cryptography ? message 
When you put A formal language} What is put in, 
data / text into A secret or designed to taken in, or 
code making it | disguised way of communicate operated on by 
difficult to read or | writing; a code. instructions to a any process or 
20 |Whatis encryption? understand. machine system. 


translates data into unreadable form Data Decryption | Digital Signature | Data Encryption All Of These 


Algorithm for Algorithm for 
performing performing 
encryption decryption 


A digital signature is a mathematical technique which validates? Integrity Non-repudiation authenticity All of the above 


The Digital Signature Certificate under the IT Act, 2000 is issued by Certifying : ; 
A 


firewall examines packets in isolation and does not 


know the packet's context. stateful inspection stateful inspection | packet-filtering | i B Next | Next Generation | 


24 
A proxy firewall (aka application-level gateway) inspects packets at 
the application layer of the Open Systems Interconnection (OSI) stateful inspection | packet-filtering proxy Next Generation 
25 |reference model. 
sil of the following is considered as the unsolicited commercial | Malware | } Spm | p Virus | | All ofthe above | of the aboile 
It can be a software program or a hardware device that filters all 
data packets coming through the internet, a network, etc. it is Firewall Antivirus Cookies Malware 
27 |knownasthe 
Which one of the following refers to the technique used for Decryption 
28 |verifying the integrity of the message? | Message Digest | Digest | Digital signature | signa algorithm 


is the kind of firewall is connected between Software Firewall | Hardware Firewall | Microsoft Firewall ata er 
29 |the device and the network connecting to internet. itewa 


is a process which verifies the identity of a user 
Who wants io access tha system. Integrity } Authentication | | Non-repucation | | Non-repucation | None of the above 





Correct 
which protocol is related with Internet Security? Protocol Layer 
| Noe | A | 


In which type of encryption, only one key is there? Symmetric Ke Asymmetric key Public key 
what allows keeping private resources confiential? Router C 


h d kd f b hab d sh — 
what is used to track data of your browsing habits and show you : 

is the message after transformation in Cigar text einen Esedra Ndie 
cryptography. 


Firewall is a type of Virus Security threat 


h t f data fi difi b 
means t tecti rom m t : ai : es $. 
—— F aS ne proteghon ol aa eae, Confidentiality Integrity Authentication Non-repudiation poe | 
unknown users 
2 A | 


S used fo ensure confidentiality Encryption A 
"is encrypted text Cipher script 
T key 
symmetric-key 


unauthorized rus Attack Data Driven Fire Attack 
Firewalls are used to protect against __ Attacks TS aes Attacks ire Attacks 


A security tool to verify the authenticity of the message and claimed encryption firewalls digital certificates | digital signature 
identity of the sender and to verify the message integrity is 


mB | 
mB 
| 
Packet Filtering Dual Homed Screen Host Dual Host Firewall 
Which of the following is / are the types of firewall? Firewall Gateway Firewall Firewall 
pC 


A 
A 
A 


Public and private both keys are used so it is called as key tri tri Iti tri N 
cryptography. symmetric asymmetric multi-symmetric one 
This helps in identifying the origin of information and authentic 3 f. ; oh Phi 
user. TMArdferred to hete as Confidentiality Integrity Authenticity Availability 
M | transmission of L Isn’t used any 
Which is the largest disadvantage of the symmetric Encryption? clause the Secret Key. aaa more. 


C 
Message digest needs to be public C 
C 


is any process by which a system verifies the identity of a 
user who wishes to access it. authentication authorization both A 
Network layer or 
Physical layer Data link layer transport layer | Application layer 
Authorication Authorization A & B both None of the Above a 
Phishing Billing Stalking Identity theft 





Correct 
ye Question Descripttion Option A =, B Option C Option D 
Which one of the following is a type of antivirus program? Quick heal | Meafeo Kaspersky All of the above i 





rs Data is used to convert original data into meaningless data. Encryption Deleting 


